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Response to Amendment 

1 . Responsive to the amendment received on June 21 , 2005, adjustments to the 
specification have been entered as requested. 

2. The text of those sections of Title 35, U.S. Code not included in this action 
can be found in a prior Office action. 

3. Claims 1-15 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Merchant et al. (US 6625146) in view of Denio et al. (US 6556575) 

Claim 1 Merchant et al. ('Merchant' hereinafter) discloses a network multiport 
switch for network communications (see fig 3A) comprising a number of data ports for 
transmitting and receiving data at a number of possible wire rates (Col 7 lines 15-25 and 
Col 3 lines 53-60). 

Merchant discloses a CPU interface (element 50 in Fig 2) configured to 
communicate with a CPU (Col 6 lines 1-25 and Col 4 lines 48-61). 

Merchant discloses receive and transmit buffers (Col 5 lines 32-42) that act as 
the internal memory. 

Merchant discloses an external memory for storing data via an external memory 
interface controller. Merchant also discloses a scheduler for controlling memory access 
(Col 7 lines 1-25). 

Merchant discloses a communication channel (element 69 in fig 2) for 
communicating data to and from a number of components. 
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Merchant discloses an IRC (element 40) that monitors data by determining 
header information that includes source and destination addresses (Col 5 lines 43-67). 

Merchant discloses forwarding and discarding data as necessary (see fig 10A). 
However Merchant does not disclose a fast filtering processor filtering the data coming 
into one data port interface and taking selective filtering action based upon a filtering 
result. 

Denio et al. ('Denio' hereinafter) discloses a switching device comprising a 
forwarding module (Fast filtering processor) for filtering packet incoming from a number 
of ports (Col 4 lines 55-Col 5 Iines2). Based on the filtering action, the forwarding 
module forwards packets in accordance to a switching algorithm or forwards packets to 
a data processor (selective filter action) as disclosed in Col 3 lines 12-29. 

It would have been obvious to one of the ordinary skill in the art at the time of the 
invention to modify the operation of forwarding/discarding of data in a switching device 
with a forwarding module (filter) containing rules in order to reduce traffic (Col 5 lines 
47-50). 

Claim 2 Merchant discloses a CPU and CPU interface as disclosed in the rejection 
of claim 1. The CPU controls a management entity (Col 4 lines 47-60). However 
Merchant does not specifically disclose fast filtering processor being programmable by 
the CPU. 

Denio discloses the forwarding module (filter) accessing a look-up table (Col 5 
lines 3-1 9), where it would have been obvious to one of the ordinary skill in the art at the 
time of the invention to combine the CPU which is connected to a rules table as 
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disclosed by Merchant with the operations of the forwarding module as disclosed by 
Denio. The motivation for this combination is to allow a user to adjust filtering scenarios 
(Col 5 lines 3-19). 

Claim 3 Merchant discloses a rules checker accessing an address table (Col 9 
lines 16-22) and an indexed rules table (Col 10 lines 1-16). Merchant does not disclose 
a fast filtering processor applying a filtering mask to a packet, providing a filter result, 
applying the filter result to predetermined rules in the indexed rules table, and flows of 
data are updated based upon the filtering. 

Denio discloses a fast filtering processor as disclosed in the rejection of claiml . 
Furthermore Denio discloses creating a filtering mask (Col 6 lines 30-36). 

Denio discloses determining whether or not filtering/forwarding heuristics (rules) 
apply, and from that result forwarding packets to apply forwarding heuristics (Col 6- lines 
54-67), and a new forwarding mask is created (updated). 

It would have been obvious to one of the ordinary skill in the art at the time of the 
invention to implement the indexed table as disclosed by Merchant with the result of 
filtering as disclosed by Denio in order to allow for greater traffic reduction (Col 5 lines 
46-50). 

Claim 4 Merchant discloses a switching device, where switching devices are 
commonly implemented on semiconductor substrates (inherent). Furthermore the 
rejection of claim 1 discloses the components within the switching device. 
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Claim 5 Merchant does not disclose the fast filtering processor including a set of 
exclusive filter masks and inclusive filter masks, where the exclusive filter masks are 
configured to exclude all packets with which there is a match with the filter results. 

Denio discloses creating filter masks as disclosed in the rejection of claim 3. 
Denio discloses filtering heuristics being either inclusive or exclusive, where the 
exclusive rules specify not to forward packets that are not known (do not match) as 
disclosed in Col 5 lines36-65. 

Claim 6 Merchant does not disclose filter masks which filter ingress and egress 
port fields and filter select fields of an incoming packet. 

Denio discloses filter masks where the first two bits represent input and output 
ports and all other filtered bits are acknowledged by 1's (Col 6 lines 30-43). 
Claim 7 Merchant discloses the IRC containing an indexed table as disclosed in 
the rejection of claim 3. The internal rules checker (IRC) accesses a number of tables 
and outputs a forwarding descriptor containing priority class information, port 
information (ingress and egress) and other information (Col 6 lines 1-25) necessary to 
forward data. It would have been obvious to one of the ordinary skill in the art at the 
time of the invention that a number of different fields can be included within the table 
depending on the users specifications. 

Claim 8 Merchant discloses an indexed table containing port to index information 
(Col 10 lines 1-17) and a lookup logic (Col 9 lines 15-22), where the IRC accesses the 
table in order to monitor destination and source addresses (Col 5 lines 43-67). 
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Claim 9 The fast filtering processor filters the packets as disclosed in the rejection 
of claim 1. Furthermore Merchant discloses operation in a CPU-less environment (Col 
12 lines 64-Col 13 line 20). 

Claim 10, 13 Merchant discloses queuing logic (elements 74 in fig 3) for queuing 

incoming packets (Col 7 lines 1-14). 

Merchant discloses an internal rules checker (Col 5 lines 43-67), where located 
within is an address table and address lookup logic (Col 9 lines15-22). 

Merchant discloses an address lookup logic accessing an address table and 
determining VLAN index identifiers (Col 9 lines 15-41). 

Merchant also discloses a port to index table within the IRC (Col 10 lines 1-16). 

Merchant discloses a decision making engine for determining the forwarding or 
discarding of packets. However Merchant does not disclose the fast filtering processor 
for filtering incoming packets in order to determine what specific actions should be taken 
to further modify the packet handling, 

Denio discloses a switching device comprising a forwarding module (Fast filtering 
processor) for filtering packets incoming from a number of ports (Col 4 lines 55-Col 5 
Iines2). 

Denio discloses a number of rules that defines the filtering, where packets may 
be forwarded or discarded appropriately (Col 5 lines 35-65). 

Therefore it would have been obvious to one of the ordinary skill in the art at the 
time of the invention to implement the forwarding module disclosed by Denio giving 
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access to the IRC and the tables contained within, as disclosed by Merchant. The 
motivation for this implementation is to reduce the traffic congestion (Col 5 lines 47-50). 
Claim 11, 14 Merchant discloses an IRC that monitors header information of an 
incoming packet, including source and destination addresses (Col 5 lines 43-67). 
Claim 12, 15 Merchant discloses source and destination addresses that are 
related to the received packets as disclosed in the rejection of claim 1 1 . Merchant also 
discloses the IRC monitoring incoming packets (Col 5 lines 43-67). 
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Response to Arguments 

4. The applicant's arguments filed on June 21 , 2005 have been fully considered but 

they are not persuasive. 

(a) The applicant argued that the cited art does not disclose the applicant's claimed 
"a flow monitor for monitoring flows of data through the network switch, where a 
flow of the flows of data is defined by a combination of a source address and a 
destination address for a portion of the data passing through the network switch" 
The examiner maintains that the same limitation, in its broadest term is already 
discussed in the rejection of claim 1 , wherein Merchant discloses a monitor within 
a network switch for monitoring a received packet, the received packet including 
a combination of a destination and source address (Col 5 lines 43-67). 



(b) The applicant argued that the cited art does not disclose the applicant's claimed 
"packet based" filtering. 

The examiner maintains that the same limitation, in its broadest term, is already 
discussed in the rejection of claim 1, wherein Merchant discloses an IRC monitor 
determining whether or not a given frame should be forwarded based on 
evaluated header information (Col 5 lines 42-67). Furthermore, Merchant 
discloses the IRC decision-making engine-making frame forwarding decision for 
packets received (Col 5 lines 19-22). 
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(c) The applicant argued that the cited art does not disclose the applicant's claimed 
"determining index values for the input data packet" and "means for determining 
index values for the input data packets" 

The examiner maintains that the same limitation, in its broadest term, is already 
discussed in the rejection of claims 10 and 13. 

Merchant, as discussed in the above response to arguments (b), already 
discloses an IRC monitor for monitoring packet flow to determine packets to be 
forwarded. Denio discloses using heuristics to forward only specific (indexed) 
data. More specifically, Denio discloses only forwarding packets addressed to a 
specific address, where a port number defines that address. Denio uses a 
filtering mask in order to indicate those packets to be filtered (Col 5 lines 35-Col 6 
Iines43). 
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Conclusion 

5. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

(a) Kadambi et al. (US 6335935) discloses within claim 1 all of the limitations of the 
present application except for a flow monitor, which is questionable for further limiting 
the claimed invention. 

(b) Hill et al. (US 5796944) discloses an address management circuit and method of 
operation that includes a search engine for searching an address table for source and 
destination address. 

6. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 . 1 36(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 
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7. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Christopher P. Grey whose telephone number is 
(571 )272-3160. The examiner can normally be reached on 6:30-3:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Chi Pham can be reached on (571)272-3179. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 

Christopher Grey 
Examiner 
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